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2. 13:05-13:15 Uvodnislovo (MMR, O. Profant; NUKIB, A. Kuéinsky)

3. 13:15-13:30 Zména CSA: certifikace Fizenych bezpeénostnich sluzeb (NUKIB, A. Botek)

4. 13:30-13:50 ENISA work update: Cybersecurity Certification Schemes development (ENISA, P. Blot, AJ*)
5

13:50—14:20 NXP Certification strategy and how it aligns with EU Cybersecurity Regulations

D (NXP, J. Boggie, AJ*)
Digitalni
Cesko 6. 14:20-14:35 Certifikacia kyberbezpecnosti podla eurépskych schém v podmienkach SR

(SK NBU, M. Senc&dk, SI*)
7. 14:35-15:00 Navrh Aktu o kybernetické odolnosti (NUKIB, A. Botek)

8. 15:00-15:20 Predstaveni ¢innosti NKC a moznosti financovani z programu DEP Kyberbezpecfnost
(NUKIB, N. Chvatalovad)

9. 15:20-16:00 Networking (prostor pro navazani kontaktt volnou formou)

10. 16:00 Zaver
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Evropskeé certifikace kybernetické bezpecnosti

Organizacni pokyny

* Cely webinar nahravame.
Nahravka bude zvefejnéna na nasem kanale Youtube a na naSich webovych strankach eucertifikace.nukib.cz

*  Prezentace budou zverejnény na nasich webovych strankach uvedenych vyse.

* Vpribéhu webinare neplanujeme prestavku.

* Dotazy je mozné klast v prlibéhu prezentaci v chatu a po kazdé z prezentaci.

* Nékteré prezentace jsou vedeny v jiném nez ceském jazyce. Prosime, respektujte toto nastaveni v ramci pripadné diskuze.

*  Prosim, vypnéte si kamery a mikrofony, pokud nemluvite k téastnik(m.

Narodni Ufad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023



NUKIE Evropskeé certifikace kybernetické bezpecnosti

UVODNI SLOVO

(2
Digitalni
Cesko

ONDREJ PROFANT

namestek

Ministerstvo pro mistni rozvoj
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UVODNI SLOVO

(2
Digitalni
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ADAM KUCINSKY

reditel odboru regulace
Narodni urad pro kybernetickou a informacni bezpecnost

Narodni Ufad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023
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ZMENA CSA: CERTIFIKACE RIZENYCH
o BEZPECNOSTNICH SLUZEB

Digitalni
Cesko

ADAM BOTEK

vedouci oddéleni multilateralni spoluprace |
Narodni urad pro kybernetickou a informacni bezpecnost

Narodni Ufad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023
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Navrh zmeény CSA:
certifikace rizenych
bezpecnostnich sluzeb

a informacni
bezpecnost

Adam Botek



< RozSiteni plisobnosti Aktu

V soucasnosti se CSA vztahuje jen na ICT produkty, sluzby a procesy
-> umozneni certifikace rizenych bezpecnostnich sluzeb

<+ Stanoveni novych bezpeénostnich cilt certifikaénich schémat pro RBS

Narodni urad pro kybernetickou a informacni bezpeénost, Adam Botek, TLP: CLEAR 8



Rizend bezpeénostni sluzba

< sluzba spocivajici v provadeéni nebo poskytovani asistence pri aktivitach vztahujicich se k
fizeni kyberbezpecnostnich rizik, vcetné reakce na incidenty, penetracniho testovani,
bezpecnostnich auditt a konzultantstvi

< #ICT sluzba: sluzba spocivajici plné nebo prevazné v prenosu, ukladani, ziskavani ci
zpracovavani informaci prostrednictvim siti a informacnich systémdu

Narodni urad pro kybernetickou a informacni bezpeénost, Adam Botek, TLP: CLEAR 9



Bezpeénostni cile schémat pro RBS

» Nalezita kompetentnost, expertiza a zkusenost pri poskytovani sluzeb, vcetné
technickych znalosti a profesionalni integrity zaméstnancu

» Interni procedury k zajisténi stalého poskytovani sluzeb ve velmi vysoké kvalité

» ...ochrana dat, pouzivani bezpecnych produktd, sluzeb, procesu

Narodni urad pro kybernetickou a informacni bezpeénost, Adam Botek, TLP: CLEAR 10



Prinosy

*

< Vytvoreni davéry v kvalitu fizenych bezpecnostnich sluzeb

*

<+ Podpora rozvoje duvéryhodnych evropskych poskytovatell kyberbezpecnostnich sluzeb

L)

*

Usnadnéni implementace unijnich a narodnich predpist v oblasti kybernetické
bezpecnosti

L0

» NIS2 (ZKB), navrh Aktu o kybernetické solidarité (kyberbezpecnostni rezerva)

Narodni urad pro kybernetickou a informacni bezpeénost, Adam Botek, TLP: CLEAR 11



Kyberbezpecnostni rezerva (Akt o kyberneticke solidarite)

L)

*

Zahrnuje sluzby spocivajici v reakci na rozsahlé incidenty poskytované ze strany
duvéryhodnych poskytovatelu

o0

L)

» Vybérova kritéria divéryhodnych poskytovatel(:

~ Certifikace podle schématu CSA pro BRS

Narodni urad pro kybernetickou a informacni bezpeénost, Adam Botek, TLP: CLEAR 12



Adam Botek

E-mail: adam.botek@nukib.cz

Narodni urad pro kybernetickou a informacni bezpeénost, Adam Botek, TLP: CLEAR
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Evropskeé certifikace kybernetické bezpecnosti

ENISA WORK UPDATE: CYBERSECURITY
CERTIFICATION SCHEMES DEVELOPMENT

+

PHILIPPE BLOT

Head of Cybersecurity Certification Sector, Market, Certification and
Standardisation Unit

European Union Agency for Cybersecurity

Narodni Ufad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023
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EUROPEAN UNION AGENCY
FOR CYBERSECURITY

AN UPDATE ON SCHEMES
DEVELOPMENTS

Philippe Blot
Head of Cybersecurity Certification sector
Market, Certification & Standardisation Unit

02 | 06 | 2023



16 | An update o

PROCESS OF DEVELOPING A SCHEME

SccG
Stakeholder
Cybersecurity
Certification
Group

ECCG
European
Cybersecurity
Certification
Group

European
Commission

Request for a European
Cybersecurity
Certification Scheme

Advice

Opinion

Draft URWP

Public
Consultation

Sectoral Draft
Risk Candidate
Assessment Scheme

()

Opinion

g

Draft
Implementing Act

Legend Background

@ Preparation of a Union Rolling
Work Programme

@ Request to prepare a candidate
cybersecurity certifications scheme

@ Preparation of a candidate
cybersecurity certification scheme

@ Transmission and adoption
of a candidate cybersecurity
certification scheme

3 Schemes under development:

(1) o Fiit

EU5G EUCS EUCC

European
Cybersecurity
Certification
Scheme

Adoption by
Comitology
*‘# «‘
* *
x enisa
* *



EUCC

CURRENT ACTIVITIES ON EUCC

- Implementing Act (ENISA support to the EC) based on the candidate
scheme

- Maintenance strategy
- Catalogue of national supporting documents (a lot of them!)
- ENISA website dedicated to certification

- Cryptography

17 | An update on schemes development ! enisa
*



EUCC

OTHER ACTIVITIES IN LIAISON WITH EUCC

EUS5G: will reuse EUCC for eUICC certification

elDAS/wallet and CRA: may mandate EUCC certification or reuse EUCC
certificates as a presumption of conformity

Al feasibility: will analyse how to reuse EUCC certification

18 | An update on schemes development ! enisa



EUCS

CURRENT ACTIVITIES ON EUCS

- CEN-CENELEC is making progress on the elements passed by ENISA
(security controls) for their transformation and maintenance into
Technical Specifications

- Guidance development has been launched

- The discussion at ECCG has been re-engaged

19 | An update on schemes development



EUSG

CURRENT ACTIVITIES ON EUSG

- Based on the outcome of phase 1, and the launch of phase 2, ENISA
plans a first draft of the scheme to be available for public review in 23

- The AHWG supporting ENISA has been maintained for phase 2, it is
composed of arich representation of relevant stakeholders (in total

around 100 participants):

- eUICC and network products developers

- CABs

- MNOs

- standardisation organisations

- national authorities both telco and cybersecurity regulators

20 | An update on schemes development



EUSG

CURRENT ACTIVITIES ON EUSG

- The scheme will be organized into 3 different components:

- eUICC certification will be based on the EUCC scheme with the appropriate
Protection Profile(s) to allow also convergence with the eIDAS/wallet

- Existing GSMA/3GPP schemes and structures on NESAS will be transformed
Into a relevant EU scheme, reusing the lessons learned from BSI
Implementation

- SAS processes on SIM provisioning and eUICC secure development will be
transformed to the possible extend into a relevant EU scheme, in close
relation with the eUICC certification strategy

* *
21 | An update on schemes development ! enisa
*



EUSG

CURRENT ACTIVITIES ON EUSG

- GSMA has engaged into publishing their documentation through ETSI

- ENISA is investigating the different options to get the necessary
Influence at 3GPP

22 | An update on schemes development ! enisa
*



EUSG

CURRENT ACTIVITIES ON EUSG

- We have set up a dedicated Thematic group for future version(s) of the
scheme, mcludm? Open-RAN, virtualisation and roaming security
functionalities; a link with the Cloud scheme might make sense

- We will soon start developing accreditation requirements (specific
where necessary), in cooperation with EA

23 | An update on schemes development



More to learn on the progress of ENISA's developments in
certification at the ENISA Cybersecurity Certification Conference, on

May 25!

And also: we have now a website dedicated to certification
Cvybersecurity Certification (europa.eu)

* *
24 | An update on schemes development ! enisa


https://certification.enisa.europa.eu/

THANK YOU FOR YOUR ATTENTION

European Union Agency for Cybersecurity

d

& certification@enisa.europa.eu

& www.enisa.europa.eu



Evropské certifikace kybernetické bezpecnosti

NXP CERTIFICATION STRATEGY
AND HOW IT ALIGNS WITH EU
R CYBERSECURITY REGULATIONS

JOHN BOGGIE

Senior Director, Head of Cybersecurity Certification
NXP Semiconductors

Narodni Gfad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023



NXP CERTIFICATION STRATEGY AND
EU CYBERSECURITY LEGISLATION

John BOGGIE
Senior Director, Head of Cybersecurity Certification

Competence Centre Cryptography and Security
CTO NXP Semiconductors Scotland

JUNE 2023

x SECURE CONNECTIONS
FOR A SMARTER WORLD




NXP SEMICONDUCTORS ~30,000 employees with operations
in more than 30 countries

Headquarters * Frorway
Eindhoven, Netherlands

PUBLIC 1 m



OUR TARGET MARKETS

COMMUNICATION
AUTOMOTIVE INDUSTRIAL & IOT MOBILE INFRASTRUCTURE

"2




SMART CITIES
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The Importance of Security

w SECURE CONNECTIONS
FOR A SMARTER WORLD
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There are billions of
connected devices and
systems worldwide
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s Every part of the
system is potentially
vulnerable to hacking

Communication
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ATTACK PATHS

LOGICAL

By sending malicious messages,
the software will misbehave.

PHYSICAL
Making use of physical properties
or deficiencies in the device.

A LOCAL
@ Adversary must be in the
proximity of the device.

REMOTE

Adversary can be anywhere. And also
mount remote- physical attacks.

REMOTE

PHYSICAL

LOGICAL

N
4

L |



ATTACK LANDSCAPE EMBEDDED & IOT

Analysis of publications* split by

O Published attacks shows the relevance method 2021+2022

of hardware and software attacks

Q Static analysis and fuzzing dominant in
the SW sphere

Q A lot of glitching attacks in the HW csicow
a rea EMEI/LFI Hardware P 22

o 46%

54%

Q Both areas skew towards cheaper
tooling and low-cost attacks

HW + SW
Reverse
Engineering
8%

Fuzzing
8%

*Publications/Conferences surveilled by CCCS and selected on impact to NXP
product portfolio and general quality (no network security threats considered)



ATTACK ARE ALSO EVOLVING

ML assisted attacks

O Side-Channel analysis
+ Identification of regions of interest
» Leakage analysis and exploit testing
U Fuzzing
* Automated search optimization and exploit building
U Reverse Engineering
» Cell and Trace identification in invasive hardware reverse engineering
» OP-code identification via side-channel signal

New Tools and Methods

U Two-Photon Laser Fault Injection

U Multi-Shot Electromagnetic Fault Injection
U Statistical Ineffective Fault Analysis

O Combined HW attacks

Micro-Architectural Attacks

U Often used combinations are V-Glitch - Reverse Engineering - Logical attack
O Reverse engineering can be replaced by ML / Fuzz tools making the exploit chain more automated




Legislation and
Regulations

w SECURE CONNECTIONS
FOR A SMARTER WORLD
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COVID caused issues with supply
chains

Chips became a strategic asset (Chip
Act)

Also global tensions led to a rise in
cyber attacks (CRA, NCS)

Local Legislation was written to
enhance cyber resilience (CRA, NCS,
NIS)

Mandatory local standards lead to
complexity and trade barriers (NIST,
OSCCA)

In US and EU mandatory certifications
are being put in place (CSA, loT
Labelling, etc.)

GEOPOLITICAL LANDSCAPE AND LEGISLATION SEMICONDUCTOR VIEW

Embargo on Semiconductor Fab Equipment

Chip Act Chip Act

o

[ ]



LEGISLATION

- Legislation is rapidly being put in place- there is though commonality

Legislation

Infrastructure
Protection

Examples

NCS (US)

Cyber Resilience Act
(EV)

Data Security
Management Law-
PIPL (China)

Baseline Security
Requirements
Regional Specific
Cryptography (US
China)

Chip Act (US, EU)

Aims

Companies take
responsibility for
security issues,
including reporting to
government agencies.
Security updates and
fixes are provided

loT devices must
match minimum
Security functionality
Regional Crypto
Standards

Local Foundries

No backdoors

Pain Points for
Companies

Data must be protected
Need to setup Security
Response teams
including information
sharing

Maintain SBOM/HBOMSs
Long term security
patching

Products and services
will become more
expensive
Companies need to
rethink globalization
strategy vs cost

Must show trust in
supply chain



IMAGINE YOU ARE A CONSUMER IOT DEVELOPER - THIS IS THE COMPLEXITY

PUBLIC 13



NXP Certification Strategy

w SECURE CONNECTIONS
FOR A SMARTER WORLD

RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR




NXP IS RECOGNIZED FOR SECURITY ACROSS MANY MARKETS

PRODUCTS SUPPORT
Discrete and integrated NXP and partner ecosystem
solutions to meet customer support for end-to-end security
needs
EDGELOCK"®
ASSURANCE
PROCESS COMPLIANCE

Security-by-design is integral
to how we operate

Products designed to meet
relevant industry standards

15 N



WHAT IS OUR CERTIFICATION MISSION

Mission: To ensure that we have all the certifications required to match our product markets:
« Compliance to sectorial standards

« Compliance to geographical regulations

* Proof of trusted solutions and services

 Differentiation on security features and innovation

Benefit of Certification

» Proof that NXP is a trusted supplier
» Proof that NXP follows Security by design principles

Trusted Supply Chains

Security by Design

16 N



THE NXP HOLISTIC CERTIFICATION STRATEGY - PROVIDING PROOF OF TRUST

Information Security Secure Development Process Product Certifications
Management

Ensure that we develop security
Certify the Security philosophy of products with a focus on security Security testing and conformity
the company how we protect IP embracing concepts like security testing of our end products.
and data (both NXP and by design, ensure development
Customer), deal with security process controls and security
incidents, etc. audits are in place.

Concept Concept Concept
» Security mindset « Security focused processes and s Secure solutions
procedures

Trusted Supply Chains

Security by Design

We drive a holistic approach and cover all 3 types of certifications providing proof points for customers and
stakeholders

17 NG



USING GLOBAL STANDARDS

Information Security Secure Development Process Product certifications
Management

Common Criteria

Banking

SESIP
|IEC 62443-4-2 SO 21434

FIPS CAVP

300+ product certifications per year
All NXP locations covered + key external supply chain partners
Security Development Process deployed and used

Certification linked to Edgelock classification . NO



NXP CERTIFIES WORLDWIDE — AND SUPPORTS LEGISLATION .
WORLDWIDE » Y Americas

FIPS 140-2 (USA/Canada) (Government)
CAVP (USA/Canada) (Government)

SESIP (EN-17927)
Mastercard/Amex/Visal/lnterac etc. (Banking)
ICP (Brazil) (Government)

« % EMEA

Common Criteria (ISO15408) (Government/Commercial)
EMVCo

IEC 62443

ARM PSA

SESIP (EN-17927)

MiFare d APAC

OSCCA (Government/Commercial)
Japan Banking

Malaysian Banking

Global NFTC (China Mobile Banking)

1ISO 27001/TISAX PBOC/CUP (Banking) _
ISO 21434 MOT (Ministry of Transport china)

Common Criteria (Government/Commercial) TAF (Telecoms China)
EMVCo (Banking) FeliCa Networks (Japan)

SESIP (EN-17927)
GSMA (Telecoms)
Global Platform (Standardization) 19 NG



NXP and Composition

w SECURE CONNECTIONS
FOR A SMARTER WORLD
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NXP, THE NXP LOGO AND NXP SECURE CONNECTIONS FOR A SMARTER WORLD ARE TRADEMARKS OF NXP B.V.
ALL OTHER PRODUCT OR SERVICE NAMES ARE THE PROPERTY OF THEIR RESPECTIVE OWNERS. © 2022 NXP B.V. 20




loT Platform

Other Software
OS, drivers and connectivity, ...

Security Services
TF-M, Services, ...

Security Firmware
Crypto, HAB, ...

Secure
MCU, MPU | Element




CERTIFYING AN IOT PRODUCT USING VARIOUS STANDARDS

SESIP

ETSI 303 645
IEC 62443-4-2
FITCEM

loT Platform

Other Software
OS, drivers and connectivity, ...

SESIP

Security Services
TF-M, Services, ...

Security Firmware

Crypto, HAB, ...

SoC Secure . .
MCU, MPU | Element Common Ciriteria

22
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SESIP (EN 17927) PROTECTION PROFILES

loT Application Consumer loT
DTSec PP (SiLabs) \/ Sensing/actqating, data Device PP . (EB)IZZGI\:I](S:ISH
Edge Compute Node (MSFT) Google Device PP )X backages
Matter CSA loT Platform OS PP
Qi Charging Other Software Seless
CCC MOblle app x QOS, drivers a.n.c.j connectivity, 'IZ\CtI tv
—_— utomotive
NFC Controller TS&HSI;?V?CS‘QS GP MCU PP
WiFi X Security 1l PSAPP L2
Bluetooth )¢ Crypto, HAB, ... PSA PP L3 Released
GP Secure me, Dratft
Memory PP ~/ wev d Planned

-~
[ ]

23



Automotive Chip using
EN 17927 (SESIP)

SECURE CONNECTIONS
FOR A SMARTER WORLD
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AUTOMOTIVE NXP CERTIFICATIONS -SESIP PROVIDES A PROOF POINT FOR THE OTHER
CERTIFICATION STANDARDS

CAVP — NIST ISO 21434 Process
Cryptographic Compliance Certification

SESIP Certification

ESV — NIST TISAX (ISO 27001)
Random Number el
Compliance — SP800 90B

Customer SESIP Report

25



AUTOMOTIVE NXP CERTIFICATIONS - WHAT THE SESIP CERTIFICATE COVERS

Certificates proving that
the Cryptography is
implemented correctly

Proof that the random
number generator
complies to a industry
standard

Certificates provided by
US Government

The Device has been
defined using a common
threat model detail how it
mitigates these threats.

SESIP Certification

Customer SESIP Report

Proof that the ISO 21434
certified processes and
procedures were followed
during devlopment

Elements of the way that
security sensitive
information is handled
within NXP

Proof that the Device is
covered by NXP Product
Security Response
Incident Team (PSIRT)

26



WHAT NXP PROVIDE TO A CUSTOMER

Provided By NXP

Threat Model

ISO 21434
process & evidence

Security Claims

Source Code

Code Review

Security Testing

Compliance Claim
proof (Crypto, RNG)

Development
Process proof

Customer Report

List of Generic Attacks

) 4

How product mitigation is
verified

v ¥

Security

Code Review Testing

27



TOGETHER, WE’RE-NOT JUST ADVANCING ‘ T—
TECHNOLOGY, WE'RE AVANCI&GSOQETY S, e

SECURE CONNECTIONS
FOR A SMARTER WORLD
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Evropské certifikace kybernetické bezpecnosti

CERTIFIKACIA KYBERBEZPECNOST]
PODLA EUROPSKYCH SCHEM
Dt V PODMIENKACH SR

MARTIN SENCAK

riaditel organu bezpecnostnej certifikacie
Narodny bezpecnostny urad

Narodni Gfad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023



NARODNY
BEZPECNOSTNY
‘URAD

Certifikacia kyberbezpecnosti podl'a europskych
schém v podmienkach SR

por Mgr. Martin Sencak
Riaditel orgdnu bezpecnostnej certifikacie
National Cybersecurity Certification Authority
NBU



ORIGINAL IMPLEMENTATION PLAN - povodny plan implementacie

SNAS

Accredited for
ISO 9001 and 1SO 17065

SNAS ready to provide

Accreditation

Market Awareness 4 Surveillance
Producers can apply for Body for surveillance ready

certification

Certification Mandatory Certification in Law
First products or services } Critical infrastructure as
certified mandatory certified

Priprava certifikacie podla CSA

NARODNY
BEZPECNOSTNY
|URAD



ORIGINAL IMPLEMENTATION PLAN - povodny plan implementacie

Certification schemes

MISSING

SNAS NCCA
Accredited for

ISO 9001 and 1SO 17065

SNAS ready to provide

Accreditation

Market Awareness 4 Surveillance
Producers can apply for Body for surveillance ready

certification

Certification Mandatory Certification in Law
First products or services } Critical infrastructure as
certified mandatory certified

Priprava certifikacie podla CSA

NARODNY
BEZPECNOSTNY
|URAD



Realita 2023

Certifikané schémy trvaju dlho, bez garancie terminov z EK

Chybajuce schémy brzdia akreditaciu od SNAS, pripravu posudzovatelov/
auditorov

Priprava éerpania zdrojov z EU projektu - éasovo senzitivne

Vnime, ze aktéri su nepripraveni, je potrebné im dat’ jednoznac¢né
informacie

Certifikacie budu znamenat’ naklady pre prevadzkovatel'ov, ktori musia
porozumiet’, €o ich €aka a dat’ si to do rozpoctov, preskolit’ si pracovnikov

Bez certifikacnych schém sme zastali hned’ na starte dlhoroéného
procesu.

NARODNY
BEZPECNOSTNY
Priprava certifikacie podla CSA { URAD



2023 IMPLEMENTATION PLAN - plan implementacie 2023

Slovenska narodna schéma =
preklad EU CS k 06/2023

SNAS NCCA

Accredited for

é ISO 9001 and 1SO 17065

Market Awareness 4 Surveillance

SNAS ready to provide
Accreditation

Producers can apply for Body for surveillance ready

certification

Certification Mandatory Certification in Law
First products or services } Critical infrastructure as
certified mandatory certified

Priprava certifikacie podla CSA

NARODNY
BEZPECNOSTNY
|URAD



EXPECTED MILESTONES in EU schemes — o¢akavané milniky pre EU schémy

2023

2024

o

2025

2026

N\ ) )
SNAS READY NBU CAB READY MARKET READY LAW ENFORCED
EXPERTS PERSONNEL AWARENESS LAW ENFORCEMENT IN
METHODOLOGY PROCEDURES SURVEILLANCE MANDATORY
PROCESSES AND PRICES CERTIFICATION ISO CERTIACL TN ARIEESS CERTIFICATION
SCHEMES AT PLACE (first cloud
9001 AND ISO 17065 it eley
scheme as national scheme)
J ) J
NARODNY
BEZPECNOSTNY

Priprava certifikacie podla CSA

URAD



SCHEME DEVELOPMENT TIMELINE

CSA Applies, draft EU CS

2019 2020 2021 2022

® @ ® ®
2023 2024 2025 2026

National Slovak Scheme =

translated EU CS candidate
scheme as of 06/2023

Priprava certifikacie podla CSA

NARODNY
BEZPECNOSTNY
|URAD



Planované aktivity 2023-2027

Trojro€ny projekt na podporu implementacie:

Medzinarodna vymena skusenosti

Priprava databazy expertov/ posudzovatelov/ auditorov

Priprava SNAS, NCCA (NBU), akreditacia CAB

Medialna kampan a eventy pre vyrobcov a poskytovatelov sluzieb
Vzdelavanie vsetkych aktérov (schémy, poziadavky, implementacia)

Finan€éna podpora pre vyrobcov a poskytovatelov sluzieb (napr. Audit
KB)

NARODNY
BEZPECNOSTNY
Priprava certifikacie podla CSA { URAD
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(2
Digitalni
Cesko

Evropské certifikace kybernetické bezpecnosti

NAVRH AKTU
O KYBERNETICKE ODOLNOSTI

ADAM BOTEK

vedouci oddéleni multilateralni spoluprace |
Narodni urad pro kybernetickou a informacni bezpecnost

arodni Ufad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023
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. ¢ervna

Navrh Aktu o
kybernetické odolnosti

a informacni
bezpecnost

Adam Botek



CRA teaser

» Povinné kyberbezpecnostni pozadavky pro vSechny produkty s digitalnim prvkem na EU
trhu

» Zajisténi kybernetické bezpecnosti v prubéhu celého Zivotniho cyklu produktu

» Zvyseni informovanosti uzivatelU

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek, TLP: CLEAR 13



<+ Dva hlavni cile navrhu

1) ZmensSit pocet zranitelnosti digitalnich produktu
2)  ZlepSit informovanost uzivatell

< Zaklad v novém legislativhim ramci

< Horizontalni pusobnost
» Interakce s legislativou k Al, strojnim vyrobkim, NIS2, RED DA

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek, TLP: CLEAR 14



Pusobnost

< Produkty s digitalnim prvkem
» Veskery hardware i software, ktery je mozno pfripojit k jinému zarizeni nebo k siti

» HW: Laptopy, smartphony, routery, senzory, prumyslové ridici systémy
» SW: operacni systémy, mobilni aplikace, video hry
» Komponenty: CPU, softwarové knihovny

< Kritické produkty
» Podle funkcionalit nebo zamysleného pouziti
» Zabezpecené kryptoprocesory, firewally a routery pro prumyslové pouziti

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek, TLP: CLEAR 15



Hospodarské subjekty a jejich povinnosti

<+ Hospodarské subjekty = vyrobci, dovozci, distributori

< Povinnosti (dopadaji zejména na vyrobce)

» Plnéni zakladnich pozadavku na kybernetickou bezpecnost

» Informovani a instruktaz uzivatel(
~ Priprava technické dokumentace
~ HI3seni aktivné zneuzivanych zranitelnosti a kybernetickych incidentu

» Umistéeni CE oznaceni

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek, TLP: CLEAR 16



Zakladni pozadavky

< Pozadavky vztahuijici se k vlastnostem produktt
» Dodavani produktt bez znamych zranitelnosti

+ Na zakladé zhodnoceni rizik:
» Zajisténi ochrany dat Sifrovanim, ochrany dostupnosti zakladnich funkci

» Zajisténi moznosti provadét bezpecnostni aktualizace
>

< Pozadavky na zvladani zranitelnosti (po umisténi produktu na trh)
Identifikace a dokumentace zranitelnosti
Pravidelné testovani bezpecnosti produktu

Zvladani zranitelnosti

YV YV VY V

Zverejnovani opravenych zranitelnosti

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek 17



Harmonizované normy

» Kupresnéni zakladnich pozadavk

» Pripravovany evropskymi standardizacnimi organizacemi (CEN, CENELEC, ETSI)

< Pravomoc Komise

» UrcCit certifikacni schémata podle CSA, které lze pouzit k prokazani shody se
zakladnimi pozadavky nebo jejich ¢astmi

» Vydavat obecné specifikace v pripadé absence nebo nedostatk
harmonizovanych norem

Narodni urad pro kybernetickou a informacni bezpecnost, John Doe, TLP: AMBER 18



Posuzovani shody

< ,,Nekritické” produkty (90 % produktu)
» sebehodnoceni (modul A)

< Kritické produkty

» |. Urovné: pri sebeposouzeni navic aplikace harmonizovanych norem, prip. spolecnych
specifikaci nebo certifikaéniho systému podle CSA / hodnoceni treti stranou

> 1l. drovneé: hodnoceni treti stranou

» Vysoce kritické produkty: povinné vyuziti certifikacnich schémat podle CSA

<+ Pravomoc Komise
» vydavat spolecné specifikace v pripadé absence nebo nedostatku harmonizovanych norem

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek, TLP: CLEAR 19



Dozor nad trhem

< Procedura vztahujici se k produktiim predstavujici vyznamné kyberbezpecnostni riziko
» na narodni Urovni
> naunijni drovni

< QOpatreni

A\

Narizeni napravy

A\

Stazeni vyrobku z trhu

» Pri neplnéni povinnosti podle Aktu, moznost pokuty

Narodni urad pro kybernetickou a informacni bezpec¢nost, Adam Botek, TLP: CLEAR 20



Adam Botek

E-mail: adam.botek@nukib.cz

Narodni urad pro kybernetickou a informacéni bezpeénost, Adam Botek, TLP: CLEAR

21



Evropské certifikace kybernetické bezpecnosti

PREDSTAVENI CINNOSTIi NARODNIHO
KOORDINACNIHO CENTRA A MOZNOSTI
FINANCOVANI Z PROGRAMU DEP
g KYBERBEZPECNOST

NIKOLA CHVATALOVA

zastupce vedouciho oddéleni vedy, vyzkumu a inovaci
Narodni urad pro kybernetickou a informacni bezpecnost

Narodni Gfad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023



1 NCC-CZ
U CZECHIA CYBERSECURITY
COORDINATION CENTRE

>..

PREDSTAVENI CINNOSTI NARODNIHO
KOORDINACNIHO CENTRA A MOZNOSTI FINANCOVANI
Z PROGRAMU DEP KYBERBEZPECNOST

Mgr. Nikola Chvatalova | Oddéleni védy, vyzkumu a inovaci NUKIB | NCC-CZ



OBSAH PREZENTACE

mmmm Predstaveni NKC a jeho cinnosti

= vymezeni a ukoly NKC
= Komunita kompetenci pro kybernetickou bezpecnost

Moznosti financovani z programu Digitalni Evropa

= vymezeni DEP
= aktualné resené projekty
= otevrené vyzvy

sy Zaveér (dotazy, kontakt)
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PREDSTAVENI NKC A JEHO
CINNOSTI



VYMEZENI NKC

" vznika na zakladé Narizeni Evropského parlamentu a Rady (EU)
2021/887 ze dne 20. kvétna 2021, kterym se zfizuje Evropské
prumyslové, technologické a vyzkumné centrum kompetenci pro
kybernetickou bezpecnost a sit narodnich koordinacnich center

= v CR &innosti NKC zajistuje NUKIB ve spolupraci s CSH

NUKIB
CyberSecurityHub*

26


https://eur-lex.europa.eu/legal-content/CS/TXT/?uri=CELEX%3A32021R0887&qid=1647349304733

KONTEXT

[ Ececm

Evropské kompetencéni centrum (ECCC)

= posiluje vedouci postaveni a strategickou autonomii EU v oblasti KB

= prispiva ke zlepseni VaV v KB a k rozvoji primyslovych, technologickych a
vyzkumnych kapacit a schopnosti v této oblasti

Sit Narodnich koordinacnich center (NKC)

" je tvorena jednotlivymi NKC, které podporuji ECCC pfi plnéni poslani a cilt

Komunita kompetenci pro KB (Komunita)

" je rozsahla, otevrena, interdisciplindrni a riznoroda skupina evropskych
zucCastnénych stran zapojenych do technologii kybernetické bezpecnosti

27



=T

&

UKOLY NKC

pusobit jako kontaktni misto na vnitrostatni drovni
pro Komunitu na podporu ECCC

propagovat, podnécovat a usnadnovat ucast v
preshranicnich projektech a akcich financovanych EU

poskytovat podporu ve fazi podavani zadosti o
projekty

poskytovat finan€ni podporu tretim stranam

NCC-CZ

> H

28



VYMEZENI KOMUNITY

rozsahla, oteviena a rlznoroda skupina
stakeholderu v oblasti kybernetické bezpecnosti

podporuje ECCC pfri plnéni jeho poslani a cilu a
uzce spolupracuje s ECCC a NKC

poskytuje strategické poradenstvi ECCC

29



PODMINKY CLENSTVi V KOMUNITE

Cleny Komunity se mohou stat pouze subjekty, které:
= maji sidlo v CS EU
= mohou prispivat k pInéni poslani a maji odborné znalosti v
oblasti KB v alespon jedné z téchto oblasti:
= akademicka oblast, vyzkum nebo inovace;
= pramyslovy vyvoj nebo vyvoj produkt;
= odborna priprava a vzdélavani;
= bezpecnost informaci nebo reakce na incidenty;
= etika;
= formalni a technicka normalizace a specifikace
" splni narodni bezpecnostni kritéria

30



MOZNOSTI FINANCOVANI Z
PROGRAMU DIGITALNI
EVROPA (DEP)



VYMEZENI| DEP

= cilem DEP je podpora digitalni transformace
v EU prostrednictvim investic do spickovych
technologii

" ma 5 specifickych cilU:

DIGITAL

= VVysoce vykonna vypocetni technika (HPC) " EUROPE

PROGRAMME

= Umeéla inteligence (Al)

= Kyberneticka bezpecnost a divéra

= Pokrocilé digitalni dovednosti

= Zavedeni, co nejlepsi vyuzivani digitalni kapacity
a interoperabilita

32



AKTUALNE RESENE PROJEKTY: NCC-CZ

NAZEV: National Coordination Centre — The Czech Republic

CiL: zajistit vznik a fungovani NKC v CR a plnéni ukoll vyplyvajicich z nafizeni 2021/887
ZACATEK: v zavislosti na podpisu GA

TRVANI: 2 roky

PLANOVANE = aktivizace narodni R&D komunity, podpora spoluprace a zapojovani do projekt(

AKTIVITY: =  poskytovani podpory smérem ke Komunité a ECCC
= poskytovani financni podpory tretim stranam
= aktivity v oblasti awareness raising

FSTP: = rozpocet 150 000 EUR
= bez nutnosti kofinancovani
= financ¢ni podpora ze strany NKC cca 40 000 EUR
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AKTUALNE RESENE PROJEKTY: TEST-CERT-CZ

Building Testing and Certification Capabilities in the Czech Republic
CiL: financné podporit subjekty v oblasti certifikaci KB (budovani schopnosti, zlepseni
kyberbezpecnosti SMEs, podpora standardizace)
ZACATEK: v zavislosti na podpisu GA
TRVANI: 3 roky

PLANOVANE = pastaveni mechanismu poskytovani financni podpory
AKTIVITY: = poskytovani informaci a podpory ohledné chystanych vyzev (WS)
= spusténi vyzev, vybér projektt a poskytnuti finanéni podpory
= prezentace podporenych projektl a vystupl (zavérecnd akce)
FSTP: = rozpocet 500 000 EUR

= 50 % kofinancovani ze strany subjektu
= financ¢ni podpora ze strany NKC cca 50 000 EUR

34



TYPES OF ACTIVITY:

= capacity building including for threat-based penetration testing, e.g. for the acquisition of
certification testbeds; exchange of best practices and staff trainings; deploy innovative
evaluation methods for specific ICT products or components; support standardisation actions;

= testing and certifying ICT products, ICT services or ICT process;
= auditing infrastructures in term of cybersecurity resilience;

= standardization actions (e.g., creation of protection profiles or adoption/improvement of
standards used in certification schemes), considering activities by European and international
standardisation organisations as appropriate;

= cyber-security and interoperability testing capabilities on 5G disaggregated and open solutions.

TARGETED STAKEHOLDERS:

= (future) conformity assessment bodies (CABs)
= accrediation bodies
= SMEs (manufactures/providers, ICT equipment users)
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OTEVRENE VYZVY DEP KYBEREZPECNOST

EU Cybersecurity Resilience, Coordination and Cybersecurity Ranges 6/7/23
Capacity Building of Security Operation Centres 6/7/23
Uptake of Innovative Cybersecurity Solutions 6/7/23
Preparedness Support and Mutual Assistance 26/9/23
Coordination Between the Cybersecurity Civilian and Defence Spheres 26/9/23
Standardisation in the area of Cybersecurity 26/9/23
Support for Implementation of EU Legislation on Cybersecurity and National Cybersecurity 26/9/23

Strategies
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STANDARDISATION IN THE AREA OF CYBERSECURITY

OBIJECTIVES podpora standardizace v oblasti KB zejména s ohledem na implementaci CRA

SCOPE zajistit Sirokou ucast stakeholdert ve standardizacnich aktivitach (napr. skrze setkani, WS,
spolecné aktivity se zapojenim soukromého i verejného sektoru)

OUTCOMES organizace akci, WS, konzultaci, white papery, podpora Ucasti expertl na akcich

TARGETED stakeholderi v oblasti standardizace v KB (evropské standardizacni organizace, CABs,
STAKEHOLDERS primyslové subjekty, SMEs a start-upy, aktéfi hrajici roli ve standardizacnim procesu a v
implementaci CRA a CSA)

mezinarodni konsorcia nejsou podminkou, ale pozitivné ovlivni impakt projektu

1Yol W:-Xetj[o]'IIM coordination and support action grant (100 % funding rate)

R\ (o] [e]c]:Y:\\/ I otevreni 25.5. 2023 — deadline 26. 9. 2023
TRVANI 36 mésicl
ROZPOCET celkova alokace 3 mil EUR, aZ 3 mil EUR per project
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SUPPORT FOR IMPLEMENTATION OF EU LEGISLATION ON CYBERSECURITY AND
NATIONAL CYBERSECURITY STRATEGIES

OBIJECTIVES podpora implementace EU legislativy (NIS2, CSA, CRA, smérnice 2013/40), podpora
pripravenosti primyslu a trhu na legislativni pozadavky pro produkty s digitalnimi prvky

SCOPE implementace NIS2; zlepSeni bezpecnosti produktl; podpora certifikace KB smérem k
vnitrostatnim orgdanim a stakeholderdm (SMEs)

OUTCOMES lepsi soulad s NIS2; organizace akci a WS; posileni spoluprace a KB odolnosti EU; podpora
akci v oblasti certifikace

TARGETED aktéri v rozsahu legislativy vyse, pramyslovi aktéri v€. SMEs a start-upl v rozsahu CRA, NIS2
STAKEHOLDERS a kteri mohou tézit z certifikacnich schémat, narodni autority implementujici NIS2, CSIRTs,
SOCs, OES, DSP, ISACs, aktéri hrajici roli vimplementaci CRA v¢. certifikacnich téles
mezinarodni konsorcia nejsou podminkou, ale pozitivné ovlivni impakt projektu

simple grant (50 % funding rate)
LG [el\ [elc]: YN\l otevreni 25. 5. 2023 — deadline 26. 9. 2023
TRVANI 36 mésicd
ROZPOCET celkova alokace 30 mil EUR, 1-5 mil EUR per project
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O DOPORUCUJEME SLEDOVAT

" Funding & Tender Opportunities Portal
= Aktuality ve vyzkumu a vyvoji v kybernetické bezpecnosti
= webové stranky ECCC

Funding & tender opportunities ol g Eecen

n European |
Commission

VLTI g How TO PARTICIPATE. > PROJECTS& RESULTS  WORK AS ANEXPERT  SUPPORT

N U K I B European Cybersecurity Competence Centre and Network

Digital Eurape Programme (DIGITAL) e g
N\
\«
& News
_ Funding and tenders (1186) @ Needheigr | B R Sortby: ion status
[ Match whale words only Rkt on the Move T Filter by News (27) A Rss
¥ GRANTS  TENDERS Keywords Showing results 1 to 10
Programme Status. Open for submission
Type of action cREA P Deadiine model
Submission status Opening date. Next deadiine sssels tin . P ’ & News type
Aktuality ve vyzkumu a vyvoji
v
Fowecin fo e — p— otické e i
o o £RC PROOF OF CONCEPT GRANTS v kybernetické bezpecnosti i
202 R
Programming period Pragramme Stanss Opan for submission 04/2023
R oo Type of action H N ERC Proof of Concept Grant: Desdline model . off The EcH ipates in Digital Assembly in Stockholm on 15 —
Opening date Next deadlin 3023 17.0000 Brussels time DUBEN R ) R .

Digital Europe Programme (DIGITAL) O R oo
alltor propeal | (R )

Erasmus Charter for Higher Education

Filter by call RASMLIS £01) 2072 ECHE CERTF
Selecta Call . Frogramme status >
Type of action 2 arter Deadline madel \

Opening date Next deadline 25 January 20241

pestgaracd F \

Al grants ealls v
PSLF-LOAN SCHEMES cal e proposal | (R
142022 2025 PSLFLOAN SCHEMES
bl = i e = Info Days” series with a first webinar on open
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https://www.nukib.cz/cs/kyberneticka-bezpecnost/vyzkum/publikace-k-vyzkumu/
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/home
https://cybersecurity-centre.europa.eu/news_en

DULEZITE DOKUMENTY

; WP DEP .
OBECNY WP DEP KYBERBEZPECNOST CALL DOKUMENT
2023-2024 2023-2024 CYBER-B-03

DIGITAL EUROPE

Cyb i
DIGITAL EUROPE ybersecurity

Work Programme 2023-2024 Work Programme 2023-2024
Digital Europe Programme (DIGITAL)

Call for proposals

CALL DOKUMENT
CYBER-04

Digital Europe Programme (DIGITAL)

Call for proposals

area of cybersecurity
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https://ec.europa.eu/newsroom/dae/redirection/document/94609
https://ec.europa.eu/newsroom/dae/redirection/document/94610
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/digital/wp-call/2022/call-fiche_digital-eccc-2022-cyber-b-03_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/digital/wp-call/2023/call-fiche_digital-eccc-2023-deploy-cyber-04_en.pdf

DOTAZY A KONTAKT

Oddéleni védy, vyzkumu a inovaci NUKIB | vyzkum@nukib.cz

Narodni koordinacni centrum | ncc@nukib.cz
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Evropské certifikace kybernetické bezpecnosti

NETWORKING

(prostor pro navazani kontaktt volnou formou)

Narodni Gfad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023
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Pracovni skupina evropské certifikace
www.eucertifikace.nukib.cz
ncca@nukib.cz

Markéta Silhava Jiti Prochazka

Email: marketa.silhava@nukib.cz Email: jiri.prochazka@nukib.cz
Telefon: +420 702 160 590 Telefon: +420 601 069 970

Narodni Gfad pro kybernetickou a informaéni bezpeénost, Markéta Silhava, TLP: CLEAR, 13.06.2023 43
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